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Development of Functional Safety using Al
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Research Focus

: A Conversation with Dr Nick Chung II
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Centre for Advances in Reliability and Safety
(CAIRS) introduces and implements artificial
intelligence methods and machine learning
techniques with reliability modelling, with the
goal of improving the product reliability and
system safety. The application of Al in
functional safety is one of the topics we
research. In this issue, we invited Dr Nick Chung
who is the Associate Professor, Department of
Industrial and Systems Engineering of The
Hong Kong Polytechnic University to share his
ideas on functional safety development. Dr
Chung has rich experience in operations
research and has been the principal
investigator of about 10 research projects and
published over 80 international journal papers.
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Research Focus

: What is your research interest? ”
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My research interest is in operations research. |
have researched in various problems, such as
production scheduling, vehicle routing, berth
allocation, airline crew scheduling, and aircraft
maintenance routing. | am also the project
leader of the research project on “functional
safety verification of systems that implement
Al" in CAIRS.
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: How do you consider the topics on reliability and safety? II
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For the majority of applications, the two most
important goals are to make sure the system s
reliable and safe. Reliability is to make the system
failure-free, and safety is to make the system
accident-free. Depending on the application, the
term “Reliability” and “Safety” can be analyzed
separately and collectively. Generally, when the
system has a high level of reliability, it is assumed that
the system wiill example, if the
equipment has a high level of reliability, it will be
exposed to less unplanned maintenance activities
and human intervention. This may cause fewer
accidents to happen on the floor. However, there may
exist situations to tradeoff between Reliability and
Safety. Error in the system may cause it to stop down
thus reducing the reliability of the system because of
safety requirements. For example, the escalator may
reliably transport travelers up and down but may
injury one or more because of falling or another
reason. This can be considered reliable but not safe.
The systemm may work failure-free according to
design and still be not accident-free.

be safer. For
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: What are your opinions on the development of functional safety? ”
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International standard IEC 61508 defined
functional safety as “part of the overall safety
relating to the equipment under control (EUC)
and the EUC control system that depends on the
correct functioning of the
electrical/electronic/programmable
(E/E/PE) safety-related systems and other risk
reduction measures”. The current version of IEC
61508 does not recommend the usage of Artificial
Intelligence (Al) in different levels of safety
integrity level (SIL). For the development of
functional safety, we propose below model to
determine the SIL of the safety-related protection
systems (safety functions) for the achievable risk
reduction and develop & implement Al for the
condition monitoring/fault diagnosis of safety
functions to ensure their correct functionality and
avoid hazardous events. Furthermore, safety
criteria can be identified for the functional
behavior of Al which would contribute to
justifying the safety of Al.

electronic
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Figure 1: Proposed Model on how to determine the SIL of the
safety-related protection systems (safety functions) for the
achievable risk reduction and develop & implement Al for the
condition monitoring/fault diagnosis of safety functions
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Safety, in particular functional safety, is very
crucial nowadays to avoid hazardous events
from occurring. The range of applications can
vary from a simple machine to more
sophisticated areas such as aviation, space,
railway, automotive, and many others. For
instance, SO 26262
functional safety standard for automotive. In
addition, rather than only hardware system
safety, the improvement in the area of
software system safety
instance, |IEC 60880 is a safety standard used
in nuclear plants and covers software that
performs safety functions.

is an international

is emerging. For
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Research Focus

: What is the most interesting project you would like to have
in coming future considering reliability and safety?

EAEENR2MFE, ERRFRREENEERMTE?

The transformation and automation of
traditional
practices using smart technologies have also
increased the application of safety-related
systems. It is considered that safety is more
critical in industry 4.0. The E/E/PE are
fundamental in the implementation of Industry
4.0 and functional safety. Al is considered a
driving force for Industry 4.0. In the coming
future, we aim to specify the safety criteria for Al

that may be beneficial for industry 4.0.

manufacturing and industrial
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Research Focus

The popularity and usage of machine learning
techniques, especially deep learning, in various
safety-related applications cannot be denied.
However, the current version of international
standards, such as |IEC 61508, does not allow
usage of Al other than SIL 1, i.e; SIL 2, SIL 3, and
SIL 4. The major challenge is that Al-based
algorithms do not have the final decision to
reduce the risk. By specifying safety criteria for
the functional behavior of Al, we propose that
Al implementations be certifiable to the
standards. An example of safety criteria is
repeatability, which requires that any learned
valid mapping or output does not become
unlearned during future learning due to
forgetting of previously learned samples. The
safety criteria would contribute to justify the
safety of Al-based algorithms.
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News Highlights

: PolyU developed Smart All-electric Antilock Braking System

enhancing motorists’ safety

BAMHE NEestEHMEARERG RA[ERS:

Anyone needs to be alert on the road because accidents can
happen at any time. For example, if there is a sudden problem
with the braking system, both pedestrians on the road and
people in the car will be in danger. Recently, the Hong Kong
Polytechnic University has developed "Smart All-electric Antilock
Braking System" for safer and better control on the braking effect.
The system won a silver medal at the Special Edition 2021
Inventions Geneva Evaluation Days - Virtual Event, an online
version of the prestigious International Exhibition of Inventions of
Geneva. The details can be viewed in the August 2021 issue of
"Technology Frontiers" of the Polytechnic University.
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News Highlights

: PolyU collaborates with EMSD to develop

Artificial Intelligence-enabled escalator combs

enhance passenger safety

BAMEXRFEBRERGSAIRN EARERS
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In order to prevent escalator accidents, PolyU undertook a
consultancy project for the Electrical and Mechanical Services
Department (EMSD) of the HKSAR Government to redesign and
re-engineer the combs used in escalators. The invention won a
Gold Medal at the Special Edition 2021 Inventions Geneva
Evaluation Days — Virtual Event. For more details, please visit the
Excel x Impact Summer 2021 - Issue 5 from PolyU website.

For more details, please scan the QR code
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Reliability and Failure Analysis for Electronics

Time & Date: 0915 AM - 11:30 AM HK Time , 27 Oct 2021 (Wednesday)
09:15 PM - 11:30 PM US Time , 26 Oct 2021 (Tuesday)

Format: Webinar

Language: English

Registration
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Ir Dr Daniel Lun
General Manager, Associate Professor and Interim Head,
Tronico Technology Company Limited The Hong Kong Polytechnic University
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Topics & Guest Speakers

Dr Michael Osterman, CALCE

Senior member of IEEE,
Member of ASME, IMAPS and SMTA

Mr Alex Chan

HK Time (AM) US Time (PM)

9:15 - 9:20 9:15 - 9:20 Welcome remarks
9:20 - 9:55 9:20 - 9:55 Section 1: Failure Analysis Methods for Electronics

Dr Michael Osterman, CALCE

Senior member of IEEE, Member of ASME, IMAPS and SMTA
9:55 - 10:00 9:55 - 10:00 Break

- Section 2: loT products Reliability and Testing
i Mr Alex Chan
| General Manager, Tronico Technology Company Limited

10:30-11:00 | 10:30-11:00 | Section 3: Surveillance Video Anomaly Detection for Smart Systems

Ir Dr Daniel Lun

Associate Professor and Interim Head, The Hong Kong Polytechnic University
11:00-11:15 | 11:00-11:15 | Q&A

10:00 - 10:30 | 10:00 - 10:30

11:15-11:30 11:15-11:30

Closing remarks



Publication

: CAIRS Equipment Booklet ”
CAIRS S E/VlF

CAIRS recently published a booklet about

different kinds of lab equipment at our
m@ laboratory. We will deliver the CAIRS
EERKE Bepil

cmm rau ADVANCES 1N mm:um lND SAFETY Eq Uipment BOOklet to our COl Iaborato rs,
Industries Association Professional

EQUIPMENT organization, Institutions and Government
BOOKLET departments. We will update and post the

latest information about product reliability
7 and system safety time to time. Please feel
free to contact us if you have any questions
on our publication.
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